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CAMERA TRAPPING AND INVASIONS OF PRIVACY: AN AUSTRALIAN LEGAL PERSPECTIVE 
 
Professor Des Butler* and Paul Meek** 
 
Camera trapping is a scientific survey technique that involves the placement of heat and 
motion sensing automatic triggered cameras into the ecosystem to record images of 
animals for the purpose of studying wildlife.  As technology continues to advance in 
sophistication, the use of camera trapping is becoming more widespread and is a crucial 
tool in the study of, and attempts to preserve, various species of animals, particularly those 
that are internationally endangered.  However, whatever their value as an ecological 
device, camera traps also create a new risk of incidentally and accidentally capturing images 
of humans who venture into the area under surveillance.  This article examines the current 
legal position in Australia in relation to such unintended invasions of privacy.  It considers 
the current patchwork of statute and common laws that may provide a remedy in such 
circumstances.  It also discusses the position that may prevail should the recommendations 
of either the Australian Law Reform Commission and/or New South Wales Law Reform 
Commission be adopted and a statutory cause of action protecting personal privacy be 
enacted. 
 
 
1. Introduction 
 
In June 2012 an Austrian politician and his companion ventured into woodlands in the Austrian state 
of Carinthia. They stopped deep in the forest, in an area in which trespassing was forbidden, and 
engaged in an explicit sexual encounter.  Unfortunately for the couple, the spot that they chose for 
their amorous activities was being surveyed using concealed motion-sensing camera traps placed 
there by the Carinthia Hunting Society for the purpose of recording the animal feeding patterns of 
deer and other wildlife.  
 
The incident has sparked debate in Austria and elsewhere concerning the threat that camera 
trapping can pose to an individual’s privacy interests.  The German magazine Der Spiegel1 quoted the 
head of ARGE Daten, a non-governmental organisation focusing on data protection, as having told 
the Austrian public broadcaster ORF that such cameras should at least be marked with signs so that 
visitors to the forest could ‘adjust their behaviour and avoid the monitored areas.’  On the other 
hand, the Carinthia Hunting Society maintained that the surveillance had not previously posed a 
problem, the 400 metre radius of land being clearly signposted as forbidding entry.  
 
While the Austrian Federal Constitutional Law does not explicitly recognise a right to privacy, some 
sections of the Austrian Data Protection Act have constitutional status.  Such a constitutional 
provision establishes the right to data protection as a fundamental right in Austria.2 Under the 
statute the politician reportedly may be entitled to compensation of up to €20,000 if a court rules 
that his privacy was breached.3 
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Camera trapping is a growing phenomenon around the world including Australia, facilitated by 
continuing advances in surveillance technology.  It is timely therefore to consider how Australian law 
would respond to a circumstance such as that involving the Austrian politician.  Already there have 
been instances in Australia of national park workers being recorded urinating in the forest and the 
images subsequently being posted on computer systems as a prank. Camera traps have also 
recorded illegal activities by chance, which poses a further complication in regards to the pursuance 
of legal action when an individual can be identified from the images. These situations may increase 
in occurrence with the adoption of camera trapping becoming standard land management practice 
in natural landscapes.  
 
This article will commence with a brief discussion of camera trapping.  It will then continue with an 
examination of relevant common law and statutory provisions that currently make up the patchwork 
protection of privacy in Australia.  It will also include a consideration of the position should the 
recommendations of either the Australian Law Reform Commission or New South Wales Law Reform 
Commission be followed and a statutory cause of action protecting personal privacy be enacted.  
Camera trapping provides a useful context for examination of these laws since it is a scenario that 
may not only involve different forms of invasion of privacy but also enables an exploration of the 
position concerning accidental breaches of privacy.  It is a circumstance that provides a fertile 
ground for exploring the nuances of privacy law in this country. 
 
2. Camera trapping 
 
Camera traps are small and concealable devices that can be programmed to automatically capture 
images or videos of animals in the field over periods of days to months. These devices are mostly 
triggered by heat and/or motion although time lapse camera traps can also be used where time 
intervals can be set between photographs irrespective of an animal being present. These devices 
range in size from shoe box down to that of a GPS car navigation unit. Often disguised by a 
camouflage cover, they are set singularly or in groups of 50-100 in wildlife habitat. Cameras are 
mostly fixed to trees or posts facing either bait (active station) or towards an animal path or track 
(passive station). The placement at a site will vary depending on the study design and target species, 
but they are often set 20-90 cm above ground level.4 The field of view of each camera trap varies 
with models but commonly can detect animals (and humans) within 2-40 metres in front of the 
device. Camera traps take images or video both day and night and two kinds of illumination are used 
– infra-red or incandescent. Infrared cameras are often undetectable because the illumination 
operates at the 800-950 nm level, light that human eyes cannot see. These cameras take colour 
images in daytime and black and white at night. Incandescent or white flash cameras use either 
xenon gas or LED to illuminate the subject, similar to a standard SLR camera. As such the images are 
colour both day and night. Camera traps are mostly set to operate under a 24 hour cycle although 
some users set them only to take images from sunset to sunrise when animal activity increases. 
Camera traps have the capacity to record thousands of images in a short period of time. 
 
The history of camera trapping in Australian wildlife research and monitoring is short compared to 
that of other countries.5  For example, camera trapping in the United States spans more than six 
decades.6 The earliest research using camera trapping to investigate Australian mammals was by the 
zoologist Steven Smith in his searches for Thylacine.7 It was not until 2003-2005 that Australian 
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research papers began to appear in the literature and the results started to be presented at 
conferences.8 In recent years camera traps have become more common place for research, 
monitoring, general land management and covert-security use. Early pioneers of wildlife camera 
trapping did not have access to the technology currently available to researchers and hunters and 
had to develop their own camera trap equipment.9 While early camera traps were generally used for 
capturing photographs of animals, the technology has improved dramatically, due to advances 
driven in many respects by military applications.  
 
Camera trapping has become attractive to researchers as it offers opportunities to capture new 
forms of data that is difficult and impractical to be collected by humans.  It can record data on rare 
and/or difficult to detect species, is novel and offers a cheaper survey tool than standard methods 
because it requires less human resources.10 Camera traps also make data collection more user 
friendly for untrained people, and in short time frames, it is possible to collect useful photographic 
records. They can accordingly reduce problems with observer bias since photographs or videos can 
be reviewed by others and saved for future study and analysis.11  Moreover, the advent of cloud 
computing has seen data management and transfer across the internet become more widespread. 
For example, conservation agencies in the United States have developed survey systems across the 
pantropical northern hemisphere involving the deployment of hundreds of camera traps and sites by 
researchers, volunteers and the community for conservation monitoring.  At predetermined 
intervals the data from month long surveys is automatically uploaded to a cloud network and 
transferred to a central storage provider.12 While such systems are not yet in place in Australia, their 
future use in this country cannot be discounted. 
 
Camera trap technology has thus been embraced rapidly in Australia and elsewhere and many 
researchers and land managers see it as an effective alternative to carrying out field work as a 
means of studying and/or managing wildlife populations.  
 
3. Protection of privacy in Australia: an uneven patchwork 
 
Privacy in Australia is currently protected by a piecemeal collection of common law and diverse 
legislation at both Commonwealth and State/Territory levels.  Where there is legislation there is no 
uniformity in the laws. The result is imperfect protection of personal privacy for anyone unwittingly 
captured on video. Indeed in the current environment different results may follow depending upon 
where on the spectrum of activity a particular individual may lie. At one end of the spectrum a 
person who is filmed by a camera trap may simply be innocently passing through the area under 
surveillance. At the other end of the spectrum may be individuals engaged in nefarious activities 
such as poaching, drug growers, theft, vandalism or illegal waste dumping. Between these extremes 
may be cases of persons engaged in intimate activities, such as someone filmed urinating or engaged 
in a sexual activity, like the Austrian politician. The spectrum may include variations of these 
examples such as individuals involved in waste dumping which, while legal, nonetheless may be seen 
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as damaging to the environment.  Similarly, persons engaged in intimate activities may be public 
functionaries, like the Austrian politician, or other members of the general public.  Further, persons 
engaged in intimate activities might be doing so in an area notorious for such behaviour or open to 
view by other members of the public.  This spectrum of activity provides a useful frame of reference 
for examining the common law and statutory landscape of privacy protection in Australia. 
 
3.1 Protection of personal privacy under the Australian common law 
 
For many decades Australian courts proceeded on the basis that the common law did not recognise 
a right to personal privacy, based on an interpretation of dicta in the High Court case Victoria Park 
Racing and Recreation Grounds Co Ltd v Taylor.13  However, in 2001 the High Court of Australia 
rejected this interpretation in Australian Broadcasting Corporation v Lenah Game Meat Pty Ltd14 and 
instead held that there is no impediment to Australian common law developing to recognise a tort of 
invasion of privacy.  As yet there have been only tentative steps by lower courts along the path 
leading to recognition of an independent cause of action for invasions of privacy.15   
 
By contrast American courts have long recognised a complex of four torts protecting different 
privacy interests. These torts, which were described by Prosser as ‘tied together by the common 
name, but otherwise [having] almost nothing in common except that each represents an 
interference with the right of the plaintiff, in the phrase coined by Judge Cooley, “to be let alone”’16 
are: 
 
1.  Intrusion upon the plaintiff's seclusion or solitude, or into his [or her] private affairs.  
2.  Public disclosure of embarrassing private facts about the plaintiff.  
3.  Publicity which places the plaintiff in a false light in the public eye.  
4.  Appropriation, for the defendant's advantage, of the plaintiff's name or likeness.17  
 
However, caution is warranted when referencing American privacy jurisdiction since the right to 
privacy that has been developed in the context of the First Amendment guarantee of free speech.  
For that reason, for example, Gleeson CJ in ABC v Lenah Game Meats Pty Ltd preferred to speak in 
terms of the tension between interests in privacy and interests in free speech.18 
 
In addition, as Gummow and Hayne JJ (with whom Gaudron J agreed) noted: 
 
… in Australia, one or more of the four invasions of privacy, to which reference has been 
made, in many instances would be actionable at general law under recognised causes of 
action. Injurious falsehood, defamation (particularly in those jurisdictions where, by statute, 
truth of itself is not a complete defence), confidential information and trade secrets (in 
particular, as extended to information respecting the personal affairs and private life of the 
plaintiff, and the activities of eavesdroppers and the like), passing-off (as extended to 
include false representations of sponsorship or endorsement), the tort of conspiracy, the 
intentional infliction of harm to the individual based in Wilkinson v Downton and what may 
be a developing tort of harassment, and the action on the case for nuisance constituted by 
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watching or besetting the plaintiff's premises, come to mind (citations omitted).19 
 
An Australian tort protecting privacy would need to be adapted and appropriate to the Australian 
context.20 The High Court has indicated that in order to preserve coherency in the law, it is unwilling 
to expand the law where it would lead to one tort encroaching upon the established domain of 
another.21  Further, any new tort protecting privacy would be subject to the constitutional guarantee 
of freedom of communication on government or political matters.22  
 
The interest providing the foundation for a tort protecting privacy was described by Gleeson CJ in 
ABC v Lenah Game Meats Pty Ltd as human dignity,23 while Gummow and Hayne JJ (Gaudron 
agreeing) preferred the ‘fundamental value of personal autonomy’ as providing the relevant basis.24 
Gummow and Hayne JJ thought that the categories of unreasonable intrusion upon seclusion and 
disclosure of private facts come closest to reflecting a concern for this privacy interest.25  In relation 
to the test for determining what may be regarded as private, Gleeson CJ observed that: 
 
There is no bright line which can be drawn between what is private and what is not. Use of 
the term ‘public’ is often a convenient method of contrast, but there is a large area in 
between what is necessarily public and what is necessarily private. An activity is not private 
simply because it is not done in public. It does not suffice to make an act private that, 
because it occurs on private property, it has such measure of protection from the public 
gaze as the characteristics of the property, the nature of the activity, the locality, and the 
disposition of the property owner combine to afford. Certain kinds of information about a 
person, such as information relating to health, personal relationships, or finances, may be 
easy to identify as private; as may certain kinds of activity, which a reasonable person, 
applying contemporary standards of morals and behaviour, would understand to be meant 
to be unobserved. The requirement that disclosure or observation of information or conduct 
would be highly offensive to a reasonable person of ordinary sensibilities is in many 
circumstances a useful practical test of what is private (emphasis added).26 
  
Gleeson CJ’s reference to ‘disclosure or observation of information or conduct’ in his test of what is 
private again reflects the notion of disclosure and intrusion as the relevant forms of conduct 
involved when considering invasions of privacy.   
 
By contrast, it has been suggested that both portrayal in a false light and appropriation represent ‘a 
questionable application of “privacy” to circumstances that have only in the most tenuous 
relationship to the concept.’27  A further ground for rejecting portrayal in a false light as a basis for a 
claim for privacy in Australia is the need to preserve coherency in the law.  The essence of a 
portrayal of a person in a false light is the reflection of that portrayal on that person’s reputation.  In 
Australia a person’s reputation is protected by defamation laws, which seek to ‘strike a balance of 
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rights and obligations, duties and freedoms.’28  An aspect of those laws is that published matter will 
not be judged to be defamatory if it merely embarrasses or hurts the plaintiff’s feelings, or causes 
the plaintiff distress.29  Apart from anything else, a cause of action designed to provide a remedy for 
a portrayal with an effect any less than damage to reputation would therefore be apt to impinge 
upon the laws of defamation.  A cause of action will also not be allowed if it would enable the 
plaintiff in a case which in essence involved damage to reputation to evade the defences provided by 
defamation laws such as truth. 
 
An invasion of privacy need not involve both intrusion and disclosure: it would be possible in a given 
case to have both, or only one without the other. Thus, in terms of camera trapping, intrusion would 
be manifested by the taking of a photograph or video per se while disclosure would occur if the 
photograph or video were then shown by the camera trap user to others.  In the case of the Austrian 
politician the Carinthia Hunting Society undertook not to release the photographs taken by its 
camera equipment or to identify him. There was therefore intrusion but no disclosure (or at least no 
widespread disclosure, since the camera trap user may have shown the photographs to others 
within the Society).  By contrast, in ABC v Lenah Game Meats Pty Ltd, the defendant was not 
involved in recording the video that may have constituted an intrusion but was involved in the 
disclosure of the video by broadcasting it to the public.   
 
3.2 Intrusion cases 
 
The fact that a person is unwittingly photographed or filmed by a camera trap may constitute an 
intrusion on that person’s privacy. However, in the absence of a tort for invasion of privacy there is 
little or no recourse for the victim of such behaviour under current Australian common law. 
 
In terms of the recognised causes of action alluded to by Gummow and Hayne JJ, camera trapping 
may constitute a trespass to land if equipment is placed and left on premises without the consent of 
the occupier.30 However, while in such a case the camera trap user may be liable for a continuing 
trespass to the occupier of the land31 he or she would be under no liability to persons who were 
accidentally photographed by the equipment. Visitors to land in the possession of others have no 
standing to sue for trespass to land.32  Similarly, an action on the case for nuisance constituted by 
watching or besetting the plaintiff's premises would be unavailable without the requisite interest in 
the land (possession or an immediate right to possession) providing title to sue.33 
 
The first ‘bold step’ in recognising an action for unreasonable intrusion, which could possibly yield a 
remedy for a person unwittingly photographed or filmed by a camera trap, was taken by Skoien SJDC 
in the Queensland District Court case Grosse v Purvis.34  That case involved a defendant who 
engaged in a variety of activity over an extended period, which his Honour viewed as amounting in 
essence to him stalking the plaintiff.35  His Honour pointed to the robustness and vigour of the 
common law to develop to meet changing circumstances and to provide a remedy for wrongs.36  He 
                                                          
28
  Sullivan v Moody (2001) 207 CLR 562, 576 (Gleeson CJ, Gaudron, McHugh, Hayne and Callinan JJ). 
29
 Boyd v Mirror Newspapers Ltd [1980] 2 NSWLR 449 at 452; Australian Broadcasting Corp v Reading [2004] 
NSWCA 411, [184]. 
30 Hudson v Nicholson (1839) 5 M&W 437, 151 ER 185; Konskier v Goodman [1928] 1 KB 421. 
31
 Coco v The Queen (1994) 179 CLR 427, 439. 
32
 Hunter v Canary Wharf Ltd & London Docklands Development Corporation [1997] AC 655. 
33
 Malone v Laskey [1907] 2 KB 141. 
34
 [2003] Aust Torts Reports ¶81-706.  
35
 Ibid, [415]. 
36
 Ibid, [441] citing Pluckett, A Concise History of the Common Law 5
th
 Ed, Butterworths, (1956). 
7 
 
decided that this was an appropriate case to recognise a cause of action for invasion of privacy, 
although he was well aware of the importance of this decision: 
 
It is a bold step to take, as it seems, the first step in the country to hold that there can be a 
civil action for damages based on the actionable right of an individual person to privacy.  But 
I see it as a logical and desirable step.  In my view there is such an actionable right.37   
 
After referring to the unreasonable intrusion tort in the United States,38 his Honour elected to go no 
further than was necessary for the purposes of the case before him in deciding that the essential 
elements would be: 
 
(a)  a willed act by the defendant; 
(b)  which intrudes upon the privacy or seclusion of the plaintiff; 
(c) in a manner which would considered highly offensive to a reasonable person of 
ordinary sensibilities; and 
(d) which causes the plaintiff detriment in the form of mental physiological or emotional 
harm or distress or which prevents or hinders the plaintiff from doing an act which she 
is lawfully entitled to do.39 
 
His Honour was of the view that such a tort would cover the various forms of conduct regarded as 
‘stalking’ in s 359B of the Criminal Code.  The plaintiff’s suffering of embarrassment, hurt, distress 
and, a fortiori, post traumatic stress disorder was therefore an actionable detriment.40  Since the 
defendant had intended his various acts, his Skoien SJDC decided that it was unnecessary in the 
circumstances to consider whether there would also be liability in the case of negligent acts.41  
Moreover, while he recognised that a defence of public interest should be available in an 
appropriate case, no such concept was involved here. 
 
The application of the posited tort is not without difficulty.  Part of that difficulty is due to the terms 
in which Skoien SJDC chose to restate the American tort, and is illuminated by reference to the 
instance of images captured accidentally by a camera trap.  The American tort is described in the 
Restatement of Torts (Second) s 652B in these terms: One who intentionally intrudes, physically or 
otherwise, upon the solitude or seclusion of another person or his private affairs or concerns, is 
subject to liability to the other for invasion of his privacy, if the intrusion would be highly offensive to 
a reasonable person.  Such a tort attaches liability where there is an intention to engage in the 
conduct to achieve a particular outcome, that is intrusion upon the solitude or seclusion of another.  
As such it will apply where a camera is used covertly with the intention of capturing particular 
images.42  It would not, however, apply where a camera accidentally captures an image, since that 
would amount to an unintentional intrusion. 
 
By contrast, Skoien SJDC formulated the first two elements as (a) a willed act by the defendant (b) 
which intrudes upon the privacy or seclusion of the plaintiff.  Unlike the American tort, the act is to 
be ‘willed’ – itself a curious choice of words when ‘intended’ would be a term of greater familiarity in 
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both tort and criminal law43 – rather than the intrusion on privacy or seclusion.  It is, however, the 
taking of the photograph or video that constitutes the intrusion on privacy or seclusion.  That would 
suggest that the relevant ‘willed act’ for the purposes of the first element would simply be the 
placing and maintenance of the camera trap itself. A consequence would be that while under the 
American tort it would be difficult to argue that an accidental capture of images by a camera trap 
constituted an ‘intentional intrusion upon solitude or seclusion’, it may be possible for such 
accidental capture to satisfy Skoien SJDC’s formulation. 
 
If instead an Australian court preferred to adopt something more closely resembling the American 
formulation when recognised an intrusion tort, there may still be a question concerning the conduct 
sufficient to constitute an ‘intentional intrusion’.  As Peter Cane has observed, it is not safe to 
assume that ‘intention’ is used in the same sense in tort law as it is in criminal law.44  Cane has 
argued that while a focus on the agent is a central feature of criminal law, tort law is as much 
concerned with the interests of victims as it is with the conduct of tortfeasors.45  Thus, for example, 
in tort law intention often includes recklessness, in the sense of a conscious indifference to the risk 
of the outcome occurring.46 This is because ‘a person who intends that their conduct should produce 
a particular consequence, and a person who is reckless as to whether their conduct will produce a 
particular consequence, both engaged in conduct deliberately.’47  Cane suggested that tort law gives 
prime significance to the line between deliberate and non-deliberate behaviour. Thus, in the context 
of camera trapping, if for example the area under surveillance was notorious for persons engaging in 
intimate activities, it may be that while a camera trap user may not have intended to capture images 
of such persons, they may nonetheless be reckless as to whether their conduct produces that 
particular consequence.  Images captured in such circumstances might therefore be regarded as 
constituting no less of an intentional intrusion of the purposes of such a tort. 
 
The third element in the Skoien SJDC formulation reflects the similar requirement in the American 
tort and furnishes, as Gleeson CJ suggested in ABC v Lenah Game Meats, the test of private matters 
that may be considered to warrant protection by the law:  observation of information or conduct 
[that] would be highly offensive to a reasonable person of ordinary sensibilities.  In relation to the 
spectrum of activity that may be captured by a camera trap, it would be unlikely that something as 
mundane as simply walking through the area under surveillance, perhaps using it as a shortcut, 
would of itself be regarded as a private matter in terms of Gleeson CJ's test.48  By contrast, 
surreptitiously videoing or photographing a person engaging in an intimate activity, such as urinating 
or engaging in sexual activities, would satisfy both Gleeson CJ's test and the second and third 
elements of Skoien SJDC’s formulation.  These would be, in Gleeson CJ's words be ‘kinds of activity, 
which a reasonable person, applying contemporary standards of morals and behaviour, would 
understand to be meant to be unobserved.’49  However, if those same intimate acts took place in an 
area open to public view or known to be under surveillance, observation of the conduct may not be 
offensive or objectionable and the conduct may no longer be regarded as private.50   
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Skoien SJDC offered no reason for introducing a damage requirement for the tort as he formulated 
it.  Under current Australian thinking, an invasion of privacy in the form of intrusion upon seclusion 
would seem to be a direct and intentional event: the plaintiff’s dignity is affronted as soon as the 
intrusion takes place.  This would suggest that this aspect of invasion of privacy is akin to trespass, as 
distinct from an action on the case, and as such should be actionable per se, without the need to 
prove damage of any kind. 51  
 
Skoien SJDC acknowledged that public interest may be a relevant defence in an appropriate case,52  
citing in support the judgment of Gleeson CJ in ABC v Lenah Game Meats Pty Ltd.53  The Chief Justice 
in the passage cited was expressing approval of dicta from Hellewell v Chief Constable of Derbyshire54 
which suggested that a defence based on public interest would be available in a disclosure case.  In 
the United States the public interest is recognised as a defence in the case of an unreasonable 
intrusion.  A public interest defence may be appropriate in the case of, for example, a camera trap 
captures images of those engaged in illegal activities (if they be able to establish that they were 
engaged in a private activity in the first place), and perhaps also in the case of those engaged in 
activities that may be regarded by others as harmful or undesirable, such as the legal dumping of 
harmful waste.   
 
3.3 Disclosure cases 
 
As noted, the user of a camera trap may also invade the privacy of a person accidentally filmed or 
photographed by showing the photograph or video to others.  While the surreptitious videoing or 
photographing itself may be regarded as an affront upon the dignity of the individual, even more 
widespread harm may be occasioned by a public disclosure of those private matters.  While intrusion 
in the form of a camera trap capturing a person’s image may be accidental, disclosure to a wide 
audience generally involves an intentional act.  The reasons for such disclosure may vary.  For 
example, photographs or video may be disclosed to relevant authorities to enable investigation 
and/or prosecution.  At the other end of scale, the internet now provides easy means for anyone in 
the possession of the photographs or video to disseminate the images captured to a worldwide 
audience for some purpose, such as simple titillation, as a prank or attempted joke, purported public 
interest reasons, or malevolence.  However, it is also possible for disclosure to be unintended.  For 
example, cloud computing and the practice of automatic uploading of camera trap data to 
communities of researchers may entail an accidental disclosure. 
 
In the United States the public disclosure tort requires, on one formulation: (1) a public rather than 
private disclosure; (2) of private rather than public facts; (3) which would be highly offensive and 
objectionable to a reasonable person of ordinary sensibilities; and (4) which is not outweighed by a 
sufficient legitimate public interest in disclosure.55 An alternative formulation supported in many 
American jurisdictions is that one person gives publicity to a matter concerning the private life of 
another which is matter of a kind that (a) would be highly offensive to a reasonable person and (b) is 
not a legitimate concern to the public.56 
 
                                                                                                                                                                                    
2010 PA Super 147 (2010) (no invasion of privacy where plaintiff prayed in open view of street through plate 
glass window since there was no expectation of privacy)  
51
 Platt v Nutt (1988) 12 NSWLR 231. 
52
 [2003] Aust Torts Reports ¶81-706, [447]. 
53
 (2001) 208 CLR 199, [34]. 
54
 [1995] 1 WLR 804, 807; [1995] 4 All ER 473, 476.  
55 See William Prosser et al (eds), Prosser and Keeton on Torts (West Publishing, 5th ed, 1984), 856–857. 
56 Restatement (Second) of Torts §652D. 
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This law influenced the New Zealand Court of Appeal when recognising a similar tort in that 
country,57 a development that seems to now have the approval of at least a majority of the Supreme 
Court of New Zealand, which was subsequently created.58 In Australia Hampel J of the Victorian 
County Court acknowledged that she was taking her own ‘bold step’ in also recognising a tort 
protecting against public disclosure for the first time in Australia in Jane Doe v Australian 
Broadcasting Corporation.59  She thought that the absence of previous authority was not a bar to 
such a development because otherwise the capacity of the common law to develop to reflect 
contemporary values would be “stultified”.60  Her Honour did not think it necessary to state an 
exhaustive definition of the cause of action and instead considered it sufficient to hold an action 
could lie where there was an unjustified publication of information which the plaintiff had a 
reasonable expectation would remain private.   
 
However, at least one appellant court has felt less adventurous and expressed a reluctance to 
recognise a generalised tort of unjustified invasion of privacy where there was a recognised cause of 
action that could be developed and adapted to meet new circumstances.61  As noted by Gummow 
and Hayne JJ in ABC v Lenah Game Meats Pty Ltd62 thought that ‘confidential information and trade 
secrets (in particular, as extended to information respecting the personal affairs and private life of 
the plaintiff, and the activities of eavesdroppers and the like)’ may ground an action for this instance 
of invasion of privacy.   
 
The traditional cause of action for breach of confidentiality requires three elements to be shown: (a) 
the information must have the necessary quality of confidence (b) the information must be received 
in circumstances importing an obligation of confidence and (c) there must be an actual or 
threatened unauthorised use of information.63   Information recognised as having the necessary 
quality of confidence was originally in the nature of business or trade secrets64 but was subsequently 
extended to embrace protection for personal secrets, such as domestic confidences passing 
between a husband and wife during marriage,65 sexual affairs,66 sexual activities67 and, in an 
appropriate case, the identity of persons.68  Such matters may also be regarded as satisfying Gleeson 
CJ's test of private matters as ‘kinds of activity, which a reasonable person, applying contemporary 
standards of morals and behaviour, would understand to be meant to be unobserved’, the 
disclosure of which would be ‘highly offensive to a reasonable person of ordinary sensibilities.’69  
Accordingly, these matters would be treated as not only confidential but also private.70   
 
It has already been noted that in the context of the spectrum of activity that may be captured by a 
camera trap, a person who is simply passing through an area under surveillance may not be engaged 
                                                          
57
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 (2001) 208 CLR 199, [34]. 
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64 See, for example, Coco v AN Clark (Engineers) Ltd [1969] RPC 41; Westpac Banking Corporation v John 
Fairfax Group Pty Ltd (1991) 19 IPR 513. 
65Argyll v Argyll [1967] 1 Ch 302. 
66Stephens v Avery [1988] 1 Ch 449; A v B Plc [2002] 2 All ER 545 (CA).  
67
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in a private activity and such images would therefore not be sufficient to constitute information with 
the necessary quality of confidentiality.  By contrast, more intimate activities, such as urinating or 
engaging in sexual activities, may be regarded as both confidential and private.   
 
However, a difficulty in the case of such an encounter being unintentionally filmed by a camera trap 
will be whether that information has been obtained in circumstances importing an obligation of 
confidence.  The relevant question will be whether the circumstances are such that any reasonable 
person standing in the shoes of the recipient should have realised on reasonable grounds that the 
information was obtained in confidence.71  There have been English cases which have held that 
photographs or video obtained by surreptitious means should be regarded as having been received 
in circumstances importing an obligation of confidence.72  As stated by Laws J in Hellewell v Chief 
Constable of Derbyshire, 73 in a passage cited with approval by Gleeson CJ:74 
 
If someone with a telephoto lens were to take from a distance and with no authority a 
picture of another engaged in some private act, his subsequent disclosure of the photograph 
would, in my judgment, as surely amount to a breach of confidence as if he had found or 
stolen a letter or diary in which the act was recounted and proceeded to publish it. In such a 
case, the law would protect what might reasonably be called a right of privacy, although the 
name accorded to the cause of action would be breach of confidence. It is, of course, 
elementary that, in all such cases, a defence based on the public interest would be available.  
 
Prima facie, a camera trap similarly involves obtaining photographs or video by surreptitious means. 
However, in each of the English cases the photographs were taken deliberately, whereas a camera 
trap will normally photograph or video a person who comes into its area of surveillance by accident.  
Nevertheless, this may not be a sufficient distinguishing factor on its own.  Any disclosure or 
contemplated disclosure of the images once obtained would be the same whether those images 
were obtained intentionally or by accident. 
 
It has been held that, however secret and confidential information may be, there will be no binding 
obligation of confidence if that information is carelessly blurted out in public or communicated in 
other circumstances which may negate any duty to hold that information confidential.75  Thus it is 
said that if a person who openly utters confidential information must accept the risk of any unknown 
overhearing that is inherent in the circumstances of the communication.76  In terms of the spectrum 
of activity that may be captured by a camera trap, if the particular activity took place in an area that 
was clearly signposted as being under camera surveillance or in an area that was frequented by the 
public or otherwise open to view by the public, the individual engaged in the activity may be taken 
the risk of being observed and for that reason have no cause of action for breach of confidence.  
However, alerting the public to the presence of camera traps may not be an action to be taken 
without its own risk.  Such measures also serve to inform those using the area under surveillance for 
nefarious activities that camera traps are present, which can lead to the theft of or damage to the 
devices. By way of example, in a study of foxes and dogs in New South Wales, fourteen camera traps 
(each valued at $600) were stolen from behind locked gates in a National Park. If not for signs 
warning of the presence of the camera, the devices and the invaluable data they recorded may not 
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have been stolen. 
 
In England, the cause of action for breach of confidence developed through a conflation of the first 
two elements. Thus it was held in A v B,77 for example, that an obligation of confidence was owed 
where a defendant knows or ought to know that the other person reasonably expected his or her 
privacy to be protected.  The expectation arose in that case due to the plaintiff engaging in a sexual 
affair, information previously recognised as having the necessary quality of confidence. Under the 
influence of the Human Rights Act 1988, the cause of action for breach of confidence, when applied 
in the context of protection of privacy, underwent further metamorphosis and today may more 
properly be regarded as an action for ‘misuse of private information.’78  English law must now streike 
a balance between the right to privacy and the right to free expression, which are both guaranteed 
under the European Convention on Human Rights.  This has gained expression as a two stage 
enquiry (when related to the media): 
 
 (1) a determination of whether the person publishing the information knows or ought to know 
that there is a reasonable expectation the information that question will be kept 
confidential;79  
(2)  once that threshold was reached, balancing, as a matter of fact and degree, the interest of 
the recipients in publishing the information, giving full recognition to the importance of free 
expression and with a measure of latitude shown for the practical exigencies of journalism 
such as the fact that editorial decisions must often be made in the context of tight 
deadlines.80  
 
In ABC v Lenah Game Meats Pty Ltd Gleeson CJ may have signalled his support for a similar 
conflation of the first two elements of the cause of action in Australia when he commented that ‘a 
photographic image, illegally or improperly or surreptitiously obtained, where what is depicted is 
private, may constitute confidential information’81 and that: 
 
If the activities filmed were private, then the law of breach of confidence is adequate to 
cover the case. I would regard images and sounds of private activities, recorded by the 
methods employed in the present case, as confidential. There would be an obligation of 
confidence upon the persons who obtained them, and upon those into whose possession they 
came, if they knew, or ought to have known, the manner in which they were obtained 
(emphasis added).82 
 
On this formulation, photographs or video of intimate activities surreptitiously but accidentally 
captured by camera traps would not only constitute confidential information but also give rise to an 
obligation of confidence upon the persons who obtained them and upon those into whose 
possession they come.  In the latter case it is likely that a reasonable person would realise by the 
nature of the images that they would have been obtained by surreptitious means. 
 
As noted above, both the American tort and Skoien SJDC in Grosse v Purvis recognised a defence to 
unreasonable intrusions where there is a public interest.  In England, even before the changes made 
under the influence of the Human Rights Act 1988, courts recognised that confidentiality could 
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similarly be outweighed by public interest.83  By contrast, in Australia, while there were isolated 
suggestions that a similar approach should be adopted,84 the weight of authority has supported a 
more narrowly drawn ‘iniquity rule’.85  Thus, in relation to photographs or video of illegal activities, 
such as poaching or drug cultivation, there will be no confidence in the disclosure of an iniquity.86  
While ‘iniquity’ was originally limited to crimes, the term has now been interpreted as denoting a 
crime, a civil wrong or serious misdeed of public importance of a character of public importance, in 
the sense that what is being disclosed affects the community as a whole or affects the public 
welfare.87  The ‘iniquity rule’ has also been expressed in terms of permitting disclosure so as to 
‘protect the community from destruction, damage or harm’88 or of ‘matters, carried out or 
contemplated, in breach of the country’s security or in breach of law (including statutory duty), 
fraud or otherwise destructive of the country or its people, including matters posing a medical 
danger to the public and misdeeds of similar gravity.’89  The iniquity rule may therefore also extend 
to disclosure of activities such as waste dumping which, while legal, may be seen as damaging to the 
environment. 
 
Gleeson CJ suggested in ABC v Lenah Game Meats Pty Ltd,90 that if the cause of action for breach of 
confidentiality were to be adapted as applicable to invasions of privacy, it will be necessary to give 
effect to the freedom of government and political communication. The Constitution necessarily 
protects the freedom of communication between the people concerning political or government 
matters to enable them to exercise free and informed choice as electors. 91 This qualification may 
have relevance in the context of camera traps where, for example, the individual captured on video 
engaging in a sexual activity is a politician, or other person involved in government or political 
matters, who professes a platform of family values.  If such an individual were entitled to rely on 
breach of confidentiality to protect his privacy, prima facie the cause of action would burden or 
curtail the constitutional freedom to discuss government or political matters, which includes 
discussion concerning the suitability of an individual for public office92 and those seeking public 
office93 and the public conduct of persons who are engaged in activities that have become the 
subject of political debate, including trade union leaders, Aboriginal political leaders, and perhaps 
political and economic commentators.94  This is because, however such behaviour may be viewed, it 
would not amount to an iniquity (however defined) such as may provide a defence to an action for 
breach of confidentiality.  However, such a situation has additional complexity in Australia due to the 
need to preserve coherency in the law.  To place the issue in context, it is necessary to first recognise 
that intentional disclosure may take different forms, with different consequences. 
                                                          
83
 Woodward v Hutchins [1977] 1 WLR 760; Khashoggi v Smith (1980) 124 Sol J 149; W v Edgell [1990] 2 WLR 
471. 
84
 See, for example, Attorney-General (UK) v Heinemann Publishers Australia Pty Ltd [1987] 10 NSWLR 86, 169 
(Kirby P); Westpac Banking Corporation v John Fairfax Group Pty Ltd (1991) 19 IPR 513, 525. 
85
Corrs Pavey Whiting & Byrne v Collector of Customs (Vic) (1987) 74 ALR 428; Smith Kline & French 
Laboratories (Aust) Ltd v Secretary, Department of Community Services and Health (1990) 95 ALR 87; Sullivan v 
Sclanders (2000) 77 SASR 419, [45]; Australian Football League v The Age Co Ltd (2006) 15 VR 419, [83]. 
86
 Gartside v Outram (1856) 26 LJ Ch 113, 114. 
87
 Australian Football League v The Age Co Ltd (2006) 15 VR 419, [70]-[71]. 
88Commonwealth v John Fairfax & Sons Ltd (1980) 147 CLR 39, 57.  
89Beloff v Pressdram Ltd [1973] 1 All ER 241 at 260 approved in Castrol Australia Pty Ltd v Emtech Associates 
Pty Ltd (1980) 33 ALR 31; Bacich v Australian Broadcasting Corporation (1992) 29 NSWLR 1; Church of 
Scientology of California v Kaufman [1973] RPC 635. 
90
 (2001) 208 CLR 199, [34]. 
91
 Lange v Australian Broadcasting Corporation (1997) 189 CLR 520, 560. 
92
 See, for example, Peterson v Advertiser Newspapers Ltd (1995) 64 SASR 152; Brander v Ryan (2000) 78 SASR 
234. 
93See, for example, Brander v Ryan (2000) 78 SASR 234, 249. 
94 Theophanous v Herald & Weekly Times Ltd (1994) 182 CLR 104, 124. 
14 
 
 
In the English case Mosley v News Group Newspapers Ltd,95 the plaintiff was both the son of the 
wartime fascist leader Oswald Mosley and the head of world Formula 1 motor racing.  The 
defendant newspaper published a report which purported to give details of the plaintiff participating 
in a ‘Nazi orgy’, which the defendant insisted instead was sadomasochistic activities between 
consenting adults.  It was held by Eady J that the only possible public interest in the circumstances 
that could have outweighed the plaintiff’s ‘fairly obvious’ right to privacy was the alleged Nazi role-
play and mockery of Holocaust victims by a person in such an influential position.  However, there 
was no evidence that such elements formed part of the event.  His Honour thought that when 
determining whether the public interest in free expression outweighed the reasonable expectation 
of privacy in the context of a newspaper publication that disclosed the plaintiff’s private activities, a 
requirement of ‘responsible journalism’ was appropriate.96 In doing so he referred to the guidelines 
propounded by Lord Nicholls in Reynolds v Times Newspapers Ltd97 when expanding the common 
law qualified privilege defence to defamation in that country from one requiring a social, legal or 
moral duty to publish the information and a reciprocal interest in receiving information, to one that 
now allows publication by the media where the publication is in the public interest and that the 
steps taken to gather and publish the information were responsible and fair.  The willingness of the 
newspaper to believe in the Nazi element and the mocking of Holocaust victims was not based on 
enquiries or analysis consistent with responsible journalism and instead could be characterised, at 
least, as ‘casual’ and ‘cavalier’.98 
 
The defendant’s assertion in Mosley v News Group Newspapers Ltd that the plaintiff had participated 
in a Nazi orgy was dealt with as an invasion of privacy.  Had the newspaper gone no further than 
report that the plaintiff had been involved in sadomasochistic activities with other persons the case 
would have been only one of disclosure of private matters.  However, combined with assertions of 
Nazi overtones, it is submitted that the claim may be seen as taking the character of what American 
jurisprudence would characterise as portrayal of the plaintiff in a false light. It has already been 
noted that in order to preserve coherency in the law in Australia such a portrayal will more likely be 
regarded as falling within the domain of defamation laws in this country.  Those laws, which strike a 
careful balance between reputation and free speech, include defences such as truth, the extended 
common law qualified privilege99 and statutory qualified privilege.100  The second and third of these 
include a requirement that the publisher’s conduct be reasonable in the circumstances, which in the 
case of statutory qualified privilege is now to be determined by reference to guidelines also based 
on those proposed by Lord Nicholls.101   
 
Mosley v News Group Newspapers Ltd demonstrates that intentional disclosures that invade privacy 
may take different forms.  A camera trap user who discloses photographs or video may do so by 
simply sharing those images, for example by posting them on the Internet, or may do so together 
with an assertion concerning those images. Thus, in the case of, for example, a politician who is 
photographed or filmed engaging in a sexual activity which is contrary to his or her public platform 
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of family values, the camera trap user might distribute those images with assertions of hypocrisy or 
might do so without comment. The former form of disclosure would in essence be a publication that 
would reflect upon the politician's reputation and therefore would more properly be subject to the 
laws of defamation rather than laws protecting privacy. The latter form of disclosure may depend 
upon whether it carries with it innuendo which may again attract defamation laws. In this 
connection, it is worth bearing in mind that the publisher’s intention or motive is irrelevant to the 
question of whether the published material is defamatory or not.102  It will only be in the likely 
limited circumstances where there was no innuendo that would there be room for a claim for 
privacy to operate.  In such cases it will still be necessary to make action for breach of confidentiality 
appropriate and adapted to serve the system of government prescribed by the Australian 
Constitution by recognising in addition to an iniquity defence a defence allowing free 
communication concerning government or political matters.  
 
As noted, Gummow and Hayne JJ in ABC v Lenah Game Meats Pty Ltd103 also opined that an action 
based on Wilkinson v Downton for an intentional infliction of harm may provide a remedy for some 
invasions of privacy.  In Wilkinson v Downton104 Mr Downton told Mrs Wilkinson as a prank that her 
husband had been involved in an accident and thereby caused her to suffer a fright that in turn led 
to a nervous shock, at the time characterised as a physical injury.  While Wilkinson v Downton led to 
the recognition in the United States of an action for an intentional infliction of emotional distress, 
and is now supported by an extensive body of jurisprudence, its impact in Anglo-Australian law has 
been more limited.  This may be due, at least in part, to the fact that while in America the tort is 
available in cases of ordinary distress and other emotions,105 Anglo-Australian law has steadfastly 
refused to compensate that form of harm and instead has insisted on longer lasting psychiatric 
harm. 
 
In the United Kingdom in Wainwright v Home Office106 Lord Hoffmann (with whom the other Law 
Lords agreed) considered an argument that an action for invasion of privacy could be based on 
Wilkinson v Downton.107  However, as Lord Hoffmann pointed out, Wilkinson was decided at a time 
when the Privy Council in Victorian Railway Commissioners v Coultas108 was authority for the view 
that nervous shock was too remote a consequence of a negligent act to be a recoverable head of 
damage.  It was clearly evident that the decision in Wilkinson, by being based on intention, was an 
attempt to evade Coultas although its reliance on intention was dubious since Mr Downton in fact 
only intended to cause Mrs Wilkinson to suffer a fright, not any resulting illness.  An unanswered 
question, therefore, was whether the intention had to be actual or imputed.  When next the rule in 
Wilkinson v Downton was considered,109 Coultas was no longer good authority and Wilkinson was 
able to be comfortably accommodated by the law concerning nervous shock caused by negligence, 
without needing to address whether the requisite intention needed to be actual or merely imputed.  
In Wainwright Lord Hoffmann concluded that since in cases of psychiatric injury there is no point in 
seeking to rely on intention when negligence will do just as well, Wilkinson was left with ‘no leading 
role in the modern law.’110  His Lordship thought that while it was true that a tort of intention would 
not involve the policy considerations which gave rise to the limits on claims, the defendant must 
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actually have acted in a way which he or she knew to be unjustifiable and intended to cause harm or 
at least acted without caring whether he or she caused harm or not.  The kind of imputed intention 
verging on negligence contemplated by Wilkinson would not do.111 
 
In Wilkinson v Downton RS Wright J held that the defendant was liable for having ‘wilfully done an 
act calculated to cause physical harm to the plaintiff’, since the defendant's act was ‘so plainly 
calculated to produce some effect of the kind which was produced that an intention to produce it 
ought to be imputed to the defendant.’112 It did not matter that more harm was done than was 
expected or anticipated since ‘that is commonly the case with all wrongs.’  In Australia, the first case 
of intentional harm was Bunyan v Jordan.113 Latham CJ stated that if a person ‘deliberately does an 
act of a kind calculated to cause physical injury ... and in fact causes physical injury to that other 
person, he is liable in damages.’114  ‘Calculated’ was regarded as objectively likely to happen. Latham 
CJ said of the words that ‘it was naturally to be expected that they might cause a very severe 
nervous shock.’115  Subsequently, in Northern Territory v Mengel116 it was said that Wilkinson v 
Downton illustrated ‘acts which are calculated in the ordinary course to cause harm ... or which are 
done with needless indifference to the harm that is likely to ensue.’  Accordingly, the cause of action 
may be another instance where, as Peter Cane suggested, intention includes recklessness, in the 
sense of a conscious indifference to the risk of the outcome occurring since in either case the person 
engaging in the conduct will have done so deliberately.117  
 
However, in Carrier v Bonham118 McPherson JA (with whom McMurdo P and Moynihan J agreed) 
thought that the oddity in Wilkinson v Downton was that it was an intentional act which had 
reasonably foreseeable consequences which were apparently not in fact foreseen by the defendant 
in all their severity.  However, his Honour pointed out that the same could be said for most everyday 
acts that are called actionable negligence and which were in fact wholly or partly a product of 
intentional conduct. For example, driving a motor vehicle at high speed through a residential area 
would be an intentional act, even if injuring people or property on the way was not a result actually 
intended. In his Honour’s view Wilkinson v Downton was merely an example of that kind.  In his 
Honour’s opinion it no longer mattered whether the act was done intentionally or negligently, or 
partly one and partly the other, since what matters is whether the consequences of the conduct, 
whether foreseen or not, were reasonably foreseeable and are such as should have been averted or 
avoided.  He thought there was only a single tort of failing to use reasonable care to avoid damage 
however caused.119  If this analysis is correct, the cause of action recognised in Wilkinson v Downton 
may be regarded as a creature of its times and today of limited utility.  This would mean that there is 
no simple alternative available in Anglo-Australian law based on an intentional infliction of mental 
distress.  Instead, there where there is conduct that leads to mental harm, the only cause of action 
available is one for negligence, subject to the well recognised limits of requiring a recognisable 
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psychiatric illness120 and, in some jurisdictions, for it to be reasonably foreseeable that the plaintiff’s 
reaction was that of a person of normal fortitude.121 
 
Accordingly, an action based on Wilkinson v Downton, if it is still good law in Australia,122 may be 
available not only where there is an intention to cause harm but also where there is reckless 
indifference to the likely harm.  As such it could apply to for example, images that are captured by 
camera traps are disclosed for malevolent purposes, or some cases where there is disclosure as a 
prank. If, on the other hand, the cause of action has been subsumed into an action for negligence it 
will be necessary to show a duty of care was owed in the circumstances and that there was a breach 
of the requisite standard of care.  Further, the action will be limited to cases where the person 
whose image has been captured by the camera trap suffers some form of recognisable psychiatric 
injury. Harm in the form of, for example, mere distress, embarrassment or humiliation will not be 
sufficient to ground an action, whether one based on Wilkinson v Downton or negligence. 
 
In relation to accidental disclosures, such as that which may occur when images from a camera trap 
are automatically uploaded to a cloud network, a breach of confidentiality may occur irrespective of 
whether the actual or threatened use is  intended or not.123  Such a case might be an instance of a 
breach of confidentiality in which the disclosure conveyed no innuendo.  If so, regardless of the 
subject of the captured images, they would not fall within the province of defamation laws.  
Whether instead they fall within the ambit of an action for negligence depends upon whether a duty 
of care would be recognised in the circumstances.124  Curiously in light of the preceding discussion, 
coherency arguments may in this kind of case suggest that the negligence action should not be 
expanded into circumstances where breach of confidentiality is an established cause of action.125 
 
3.2 Statutory protection of privacy 
 
Two types of legislation protecting privacy are relevant to the accidental capture of private activities 
by camera traps.  Some, but not all, Australian jurisdictions regulate the use of surveillance devices 
while capturing images may be caught by the various statutes protecting personal information.126  
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Tame v New South Wales (2002) 211 CLR 317.  See also Civil Law (Wrongs) Act 2002 (ACT), s 35(1); Civil 
Liability Act 2002 (NSW), s 31; Civil Liability Act 1936 (SA), s 54(2); Civil Liability Act 2002 (Tas), s 33; Wrongs 
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121
 Civil Law (Wrongs) Act 2002 (ACT), s 34; Civil Liability Act 2002 (NSW), s 32; Civil Liability Act 1936 (SA), s 33; 
Civil Liability Act 2002 (Tas), s 34; Wrongs Act 1958 (Vic), s 72; Civil Liability Act 2002 (WA), s 5S. 
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 For further discussion of the current status of the action based on Wilkinson v Downton, and its potential 
future use, see, eg, S Wotherspoon, ‘Resuscitating the Wilkinson v Downton tort in Australia’ (2011) 85 ALJ 37; 
P Watson, ‘Searching the Overfull and Cluttered Shelves: 
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125
 The question is not without significance. If, for example, such cases are to be determined by breach of 
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 Queensland has also enacted a prohibition against observing or visually recording in breach of privacy: 
Criminal Code 1899 (Qld), s 227A(1).  The prohibition applies to observing or visually recording another person 
‘in circumstances where a reasonable adult would expect to be afforded privacy’ without the other person’s 
consent and when the other person is either (i) in a private place, or (ii) engaging in a private act and the 
observation or visual recording is made for the purpose of observation or visually recording a private act. 
18 
 
These statutes generally support the prohibition against the capture of images with a prohibition 
against communicating or disclosing those images. 
 
3.2.1 Surveillance devices legislation 
 
Different types of surveillance device are subject to legislation in different jurisdictions. New South 
Wales, Victoria, Western Australia and the Northern Territory have enacted legislation in differing 
terms specifically directed to the use of optical surveillance devices and the communication or 
publication of recordings made by such devices.127 The differences in the various provisions 
governing the use of optical surveillance devices may be demonstrated by reference to the spectrum 
of activities that may be captured by camera traps. 
 
 (a) New South Wales 
 
In New South Wales the statute provides that a person must not knowingly install, use or maintain 
an optical surveillance device on or within premises or a vehicle or other object to record visually or 
observe the carrying on of an activity, where that involves: 
 
(a) entry onto or into the premises or vehicle without the express or implied consent of 
the owner or occupier, or  
                                                                                                                                                                                    
‘Private place’ is defined in s 207A as a place where a person might reasonably be expected to be engaging in a 
private act and ‘private activity’ means showering or bathing; using a toilet; another activity when the person 
is in a state of undress; or intimate sexual activity that is not ordinarily done in public. As such the section may 
cover cases where camera traps were deliberately installed in an area where ‘the observation or visual 
recording is made for the purpose of observation or visually recording a private act’.  In other words, it would 
require the camera traps to be installed in a place where, for example, it was known that persons engaged in 
private activities, with the intention of recording those activities. The section would not apply to the 
unintended recording of private activities. 
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 Surveillance Devices Act 2007 (NSW); Surveillance Devices Act 1998 (WA); Surveillance Devices Act 1999 
(Vic); Surveillance Devices Act (NT). There is greater uniformity, however, in these statutes in their prohibition 
of the installation, use or maintenance of ‘tracking devices’ — electronic devices the primary purpose of which 
is to determine the geographical location of a person or an ‘object’ — without the express or implied consent 
of that person or express or implied consent of a person in lawful possession or having lawful control of that 
object: Surveillance Devices Act 2007 (NSW) s 9; Surveillance Devices Act 1999 (Vic) s 8; Surveillance Devices 
Act 1998 (WA) s 7. The Surveillance Devices Act (NT) s 13 refers to a ‘thing’ rather than ‘object’. While it is 
conceivable for a camera used for surveying wildlife to be regarded as ‘tracking device,’ it would be unlikely 
that any person could be considered to be ‘in lawful possession or having lawful control’ of such an animal, 
such as to be capable of giving or refusing consent to it being tracked. By definition, wildlife is undomesticated 
and the property of no one. The legislation in the other Australian jurisdictions goes no further than regulating 
listening devices, which have no application to video capturing devices such as camera traps: Listening Devices 
Act 1992 (ACT); Invasion of Privacy Act 1971 (Qld); Listening and Surveillance Devices Act 1972 (SA); Listening 
Devices Act 1991 (Tas). While the South Australia statute is called the Listening and Surveillance Devices Act 
the surveillance devices provisions only relate to the use of a device pursuant to a warrant. New South Wales 
and the Australian Capital Territory have also enacted workplace surveillance legislation: Workplace 
Surveillance Act 2005 (NSW); Workplace Privacy Act 2011 (ACT). While prima facie a forest, field or other are a 
under the surveillance of camera trapping may be regarded as the workplace of the researcher who is using 
the cameras to monitor the behaviour of wildlife in the area, and/or other agency staff the statutes may be of 
little relevance. Both statutes contain exemptions where the surveillance is taking place for a purpose other 
than surveillance of employees: Workplace Surveillance Act 2005 (NSW) s 14; Workplace Privacy Act 2011 
(ACT) s 19. These exemptions would seem apt to embrace surveillance for the purpose of studying the 
behaviour of wildlife. The workplace surveillance provisions in Victoria are limited to activities or conversations 
of a worker in a toilet, washroom, change room or lactation room in the workplace: Surveillance Devices Act 
1999 (Vic) s 9B. 
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(b) interference with the vehicle or other object without the express or implied consent 
of the person having lawful possession or control of the vehicle or object.128  
 
‘Premises’ are defined as including land.129  Accordingly, camera trapping may constitute an offence 
under the statute, but only where the installation, use or maintenance of the device involves entry 
onto land without the express or implied consent of the owner or occupier. 
 
 (b) Victoria 
 
In Victoria the statute provides that a person must not knowingly install, use or maintain an optical 
surveillance device to monitor, record visually or observe a private activity to which the person is not 
a party without the express or implied consent of each party to the activity.130  A ‘private activity’ is 
defined as an activity carried on in circumstances that may reasonably be taken to indicate that the 
parties to it desire it to be observed only by themselves, but does not include: 
 
(a)   an activity carried on outside a building; or 
(b)   an activity carried on in any circumstances in which the parties to it ought 
reasonably to expect that it may be observed by someone else.131 
 
The exclusion of activities occurring outside buildings means that activities recorded by camera 
trapping conducted in bushland, fields or other open air areas will not be regarded as private 
activities for the purposes of the statute and will therefore fall outside the prohibition. 
 
(c) Northern Territory and Western Australia 
 
In the Northern Territory the prohibition is similar to that in Victoria, the statute providing that a 
person commits an offence if he or she: 
 
(a) installs, uses or maintains an optical surveillance device to monitor, record visually 
or observe a private activity to which the person is not a party; and  
(b)      knows the device is installed, used or maintained without the express or implied 
consent of each party to the activity.132 
 
The prohibition in Western Australia is worded differently.  There the statute provides that a person 
must not install, use or maintain or cause to be installed, used or maintained an optical surveillance 
device: 
 
(a) to record visually or observe a private activity to which that person is not a party or  
(b)  to record visually or observe a private activity to which that person is a party.133  
 
By contrast with Victoria, ‘private activity’ in both Northern Territory and Western Australia means 
an activity carried on in circumstances that may reasonably be taken to indicate the parties to the 
activity desire it to be observed only by themselves, but does not include an activity carried on in 
circumstances in which the parties to the activity ought reasonably to expect the activity may be 
                                                          
128 Surveillance Devices Act 2007 (NSW), s 8.  
129
 Surveillance Devices Act 2007 (NSW), s 4. 
130 Surveillance Devices Act (NT), s 12; Surveillance Devices Act 1999 (Vic), s 7. The Acts also contain 
prohibitions concerning tracking devices and data surveillance devices. 
131
 Surveillance Devices Act 1999 (Vic), s 7. 
132 Surveillance Devices Act (NT), s 12.  
133 Surveillance Devices Act 1998 (WA), s 6.  
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observed by someone else.134 
 
While it is unlikely that a person mundanely passing through an area under surveillance would 
qualify as a ‘private activity’ as so defined, the term would embrace someone involved in an intimate 
activity such as urinating or engaging in a sexual activity, and even those engaged in nefarious 
activities, if those activities were not ‘carried on in circumstances in which the parties to the activity 
ought reasonably to expect the activity may be observed by someone else’.  Thus, if these activities 
were carried on in an area within plain view of a public thoroughfare they would not be regarded as 
private activities.  Similarly, if signs warning that the area was the subject of camera surveillance 
were prominently posted, it may be argued that the parties to the activity ought reasonably to 
expect the activity may be observed by someone else and for that reason their encounter should not 
be considered to be a private activity.   
 
The prohibition against the use or maintenance of an optical surveillance is supported by a 
prohibition against communication or publication of a record of the private activity.135  However, 
there are a number of exceptions to this prohibition, including communications or publications 
reasonably necessary in the public interest or in the course of legal proceedings, which may cover 
disclosures of illegal activities captured by camera traps and perhaps activities like the dumping of 
waste that is harmful to the environment. 
 
3.2.2 Photographs or video as personal information 
 
A possible avenue for redress for someone whose image has been inadvertently captured by a 
camera trap may be the laws governing the collection, use and disclosure of personal information. 
These laws may be found in a mixture of Commonwealth and State/Territory legislation.  The 
relevant statutes will depend upon the status of the camera trap user.  For example, at the time of 
writing if the camera trap user is employed by a Federal or ACT government department or agency, 
he or she will be governed by the eleven ‘Information Privacy Principles’ (IPPs) enacted under the 
Privacy Act 1988 (Cth).  If the camera trap user is employed by a private organisation he or she will 
be governed by the ten ‘National Privacy Principle’ (NPPs), enacted as part of the Privacy Act 1988 
(Cth) by the Privacy Amendment Act 2000.  If instead he or she is employed by a government 
department or agency in New South Wales, Queensland, Tasmania, Victoria or the Northern 
Territory he or she will be governed by the IPPs enacted in those jurisdictions, 136 or if employed by a 
government department or agency in South Australia by the IPPs forming part of that state's 
administrative procedures.137  While the various sets of principles address the same issues in 
generally the same manner, and in some cases use the same wording, not even the numbering used 
is consistent.  The Federal Government has sought to address this inconsistency by enacting a new 
set of principles, to be known as the Australian Privacy Principles (APPs),138 which will at least apply a 
uniform personal information regime to both Federal and ACT public sector and private sector 
agencies.   
 
‘Personal information’ is generally defined in these regimes as meaning information or opinion, 
whether true or false, about an individual whose identity is apparent or can reasonably be 
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 Surveillance Devices Act (NT), s 4; Surveillance Devices Act 1998 (WA), s 3 
135
 Surveillance Devices Act (NT), s 15. 
136 See Privacy and Personal Information Protection Act 1998 (NSW); Information Act (NT); Information Privacy 
Act 2009 (Qld); Personal Information Protection Act 2004 (Tas); Information Privacy Act 2000 (Vic). Western 
Australia does not currently have a legislative privacy regime. The Information Privacy Bill 2007 was introduced 
into the WA Parliament in March 2007.  If eventually passed it will enact a set of Information Privacy Principles.  
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 Cabinet Administrative Instruction 1/89 (18 May 2009). 
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 Privacy Amendment (Enhancing Privacy Protection) Bill 2012 introduced 23 May 2012. 
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ascertained from the information or opinion.139  It has been held that a photograph or video of an 
individual constitutes ‘personal information’ about that individual.140  The question will therefore be 
what must be done by someone in the position of a camera trap user to comply with the relevant 
personal information regime. 
 
All regimes contain limits on the circumstances in which personal information may be collected, 
although expressed in different terms.  Under the Commonwealth, New South Wales, Queensland 
personal information must not be collected unless it is collected for a purpose that is a lawful 
purpose directly related to a function or activity of the agency and the collection of the information 
is necessary for or directly related to that purpose.141  The Tasmanian, Northern Territory and 
Victorian regimes provide that an agency must not collect personal information unless the 
information is necessary for one or more of its functions or activities.142 The South Australian 
administrative instruction states that personal information should not be collected ‘unnecessarily’.143  
These regimes further provide that personal information must either: not be collected by unlawful 
or unfair means;144 collected only by lawful and fair means and not in an unreasonably intrusive 
way,145 or collected by lawful means.146   
 
Inadvertently recording photographs or video footage of individuals by camera traps may amount to 
the collection of personal information within the meaning of these regimes. Generally speaking 
camera traps will be used for the purpose of monitoring not only the behaviour of wildlife but also 
the environment inhabited by the wildlife. This is because damage to or changes in that environment 
may have a direct impact on the behaviour of the wildlife. Monitoring persons who intrude upon 
that environment and thereby have an impact upon it may be reasonably required and ancillary to 
the attainment of the camera trap user’s function in monitoring the behaviour of wildlife in that 
environment. Perhaps the clearest example will be monitoring which photographs or takes footage 
of poachers or those who by their activities, such as the dumping of waste, harm the environment. 
More problematic may be those engaged in less nefarious activities, such as individuals engaged in 
sexual activities. Nevertheless, even such activities may have an unintended impact on the 
environment, such as damage to nests or fragile vegetation, or frightening wildlife away from their 
usual habitats. For these reasons the use of camera traps should not breach the provisions of the 
regimes relating to collection. Also problematic may be what steps should be taken to ensure that 
the collection is ‘by lawful and fair means’ or means that are not ‘unlawful or unfair’. Arguably one 
measure that may amount to at least a ‘fair’ means of collection would be to post signs warning that 
the area is subject to surveillance.147 As noted above such signs would also mean the collection was 
lawful in terms of the Surveillance Devices Acts in the Northern Territory and Western Australia.148 
                                                          
139 See, for example, Privacy Act 1988 (Cth), s 6(1). 
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Some but not all regimes further provide that where an agency collects personal information from 
an individual it must take such steps ‘as are reasonable in the circumstances’ to ensure that, before 
the information is collected or as soon as practicable after collection, the individual to whom the 
information relates is made aware of various matters including the fact that the information is being 
collected, the purposes for the collection, the intended recipients of the information, the existence 
of any right of access to the information, and the agency that is holding the information.149   There 
are at least two difficulties in the application of these provisions in the context of the accidental 
capture of images by camera traps.  In the first place, an accidental capture may not amount to a 
collection of information ‘from an individual’.  Unlike, for example, a case like SW v Forests NSW,150 
where the complainant was aware that she was being photographed at a work retreat while she was 
smoking on a veranda in her pyjamas, individuals are typically unaware that their images are being 
captured by a camera trap.  Secondly, even if the notification provisions where applicable, unless the 
individual is recognisable – such as a well-known public figure – it may be impossible to track the 
person down to provide the required notification.  In any event in the case of persons engaged in 
illegal activities it may be a dangerous step to try to make contact with the person. In such cases, 
therefore, it may not be reasonable in the circumstances to require notification. 
 
All regimes place limits on organisations or agencies disclosing personal information, although there 
are differences in the permitted disclosures. Most but not all regimes allow disclosure where the 
organisation reasonably believes that the use or disclosure is reasonably necessary for the 
prevention, detection, investigation, prosecution or punishment of criminal offences or breaches of 
a law imposing a penalty or sanction.151  Thus if, for example, the user of the camera trap were to 
pass the photographs or video to the police or other authorities for the purposes of investigation or 
prosecution (in the case of, for example, poachers or illegal waste dumping) that disclosure would be 
exempted. Some regimes also allow disclosure where the organisation reasonably believes that 
disclosure is necessary to lessen or prevent a serious and imminent threat to an individual's life, 
health, safety or welfare; or a serious threat to public health, public safety, or public welfare,152 
while others are limited to lessening or preventing serious and imminent threat to life or health 
only.153  Depending on the jurisdiction where the images captured are of, for example, an individual 
engaged in a lawful activity, such as dumping waste with a permit but which is nonetheless 
damaging to the environment, a camera trap user who takes it upon themselves to seek redress by 
posting the images on the internet in order to shame the individual or individuals involved, may have 
no defence unless the dumping posed the requisite threat. Disclosure of the photographs or video of 
a person involved in other lawful and harmless activities inadvertently captured by the camera traps, 
such as individuals engaged in intimate activities or even those merely passing through the area 
under surveillance, would have little chance of being exempted in any jurisdiction. 
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4. Proposed statutory protection of personal privacy 
 
Rapid advances in information, communication and surveillance technology, changing societal 
attitudes and a greater focus on human rights at an international level were among the factors that 
led to government references to two different law reform commissions to consider the question of 
reform of the law concerning the protection of privacy. After separate, extensive inquiries both the 
Australian Law Reform Commission154 and the New South Wales Law Reform Commission155 
recommended the creation of a statutory cause of action protecting personal privacy.  
 
The ALRC recommended that a claimant would need to show not only that there was a reasonable 
expectation of privacy but also that the act or conduct complained of would be highly offensive to a 
reasonable person of ordinary sensibilities.156  The Commission set out a non-exhaustive list of the 
types of conduct that would constitute an invasion of privacy, including as examples unauthorised 
surveillance and disclosure of sensitive facts relating to an individual's private life.157 If a reasonable 
expectation of privacy were established, a balancing exercise would be required in which a court 
would need to determine whether the public interest in maintaining the claimant's privacy 
outweighed other matters of public interest, such as the interest of the public in being informed 
about matters of public concern or the public interest in allowing freedom of expression.158 
 
This cause of action, which is designed to cover both intrusion and disclosure cases, and would 
embrace both intentional and unintentional invasions of privacy, has some similarity to the common 
law causes of action for breach of privacy for public disclosure recognised applied in both the United 
Kingdom and New Zealand.  It has suggested by several cases in England that, for example, sexual 
liaisons often involve a reasonable expectation of privacy,159 although one case suggested that there 
may be a range of expectations involved.  At one end of the range sexual relations within marriage 
or long-time partnership at home may be regarded as warranting protection from most if not all 
disclosures, whereas at the other end of the range a one night stand with a stranger in a hotel or 
transitory engagement in a brothel may carry with it a low expectation of privacy.160 Another 
relevant factor in those jurisdictions has been how public the occasion of the activity, those 
occurring in the open in plain sight having a lesser expectation of privacy than those conducted 
behind closed doors.  Thus, if a person who engages in sexual activities indoors rather than in the 
forest there may be a greater expectation of privacy.  Likewise those who engage in sexual activities 
deep in the forest may have a greater expectation of privacy than if they engaged in those activities 
in an area frequented by the public or signposted as under camera surveillance. However, there is 
no rigid line in this respect.  It is possible to have a reasonable expectation of privacy in respect of a 
transient occurrence in public that risked being witnessed by those present, but which by virtue of 
being captured on camera may instead be viewed by a much greater audience.161  Thus, for example, 
a person who is photographed or filmed by a camera trap urinating in an area frequented by the 
public in circumstances in which no one is around and which is not signposted may still have a 
reasonable expectation of privacy.  On the other hand, a person merely using the forest as a shortcut 
is unlikely to be regarded as having a reasonable expectation of privacy for such conduct. 
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The question of public interest may be plain in a case such as a poacher, drug cultivator or illegal 
dumper of toxic waste caught in the act by a camera trap.  Even if such an iniquitous act could be 
said to have been done in circumstances in which there was a reasonable expectation of privacy, 
there would be clear public concern that those activities be disclosed.  By contrast, whether there is 
a public interest in intruding upon, or disclosing, more intimate activities would depend upon the 
significance of such activities in light of the individual's public role. A case such as a politician 
engaged in sexual activities may involve questions such as whether the sexual activity conflicts with 
the performance of his public functions, and may therefore properly be regarded as a matter of 
public concern.  In the United Kingdom it has been suggested that there may be a public interest 
where the plaintiff has deliberately sought to mislead the public on a significant issue and the 
defendant has sought to put the record straight,162 although this may be a question of degree.  The 
mere fact that a public figure, like everyone else, falls short of the ideal from time to time would not 
justify, in the name of the public interest, disclosure of ‘every peccadillo or foible cropping up in day-
to-day life’.163   ‘Public interest’ would not be a blanket excuse for gossip or titillation and there is a 
difference between matters in the public interest and those of interest to the public. 
 
By contrast with the ALRC model, the NSWLRC recommended a cause of action where there was 
conduct that invaded the privacy that an individual was reasonably entitled to expect in all the 
circumstances having regard to any public interest. In making this determination the court must take 
into account the nature of the subject matter; the nature of the conduct; the relationship between 
the individual and the alleged wrongdoer; the extent to which the individual has a public profile; the 
extent to which the individual is or was in a position of vulnerability; the conduct of the individual 
and the alleged wrongdoer both before and after the conduct; the effect of the conduct on the 
health, welfare or emotional well-being of the individual; and whether the conduct concern 
contravening a provision of any Australian statute. The court may take into account any other 
matter considered relevant.164 Thus, unlike the ALRC recommendation of a prima facie enforceable 
right to privacy the NSWLRC suggested that in determining whether or not there had been an 
invasion of privacy a court is required at the outset to determine whether competing public interests 
outweighs the public interest in maintain an individual’s privacy.165 This means that since any 
asserted countervailing public interest would need to be put in the balance at the outset the 
relevant onus rests with the plaintiff, rather than operating as a defence which the defendant has 
the burden of proving.166 
 
5. Conclusion 
 
Chaucer in Knight’s Tale cited an old adage that ‘fields have eyes and woods have ears’.  Advances in 
modern technology mean that the woods now have eyes too.  Camera trapping is a fast evolving 
technology that is an invaluable tool in helping in the observation and understanding of the 
occurrence and behaviour of wildlife, a vital study in the case of threatened species management.  
As important a role that this technology serves, it also poses a new risk of also incidentally and 
accidentally capturing the activities of individuals who unwittingly venture into its field of vision.  
Individuals whose images are captured by camera traps may have their privacy invaded in a number 
of ways. The capture of images itself may constitute an intrusion upon the individual's seclusion. If 
the images are shared there may be a disclosure of private facts. If that disclosure is accompanied by 
comment there may be a portrayal of the individual in a false light.  At present an individual's legal 
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rights with respect to these various forms of invasion in Australia are found in an uneven patchwork 
of common law and statutes.  
 
The capture of images by camera traps may not offend the laws concerning the collection of 
personal information but may breach optical surveillance legislation if the activities occur in the 
Northern Territory or Western Australia, unless the area under surveillance is sufficiently signposted.  
In addition if the tort of unreasonable intrusion as formulated by Skoien SJDC in the Queensland 
District Court case Grosse v Purvis were recognised, there may be a risk that accidental capture of 
images could give rise to a claim. 
 
The disclosure of photographs or video captured by camera traps may be contrary to law depending 
upon the nature of the activities captured. While disclosure may be prima facie contrary to Federal 
or State/Territory personal information laws, and the optical surveillance legislation in the Northern 
Territory and Western Australia there are exceptions in the various statutes that may excuse 
publication in the public interest or which allow the investigation and prosecution of illegal activities. 
At common law a cause of action for disclosure may based on the action for breach of 
confidentiality.  If so Australia permits defences in terms of disclosure of iniquity and the 
constitutional freedom of communication for the purposes of discussion of government or political 
matters.  By contrast, disclosure of private facts accompanied by comment may, in order to preserve 
coherency in the law, more properly be the province of the laws of defamation in Australia rather 
than be a species of invasion of privacy as in the United States.  Alternatively, in the likely limited 
number of cases where the disclosure results in the individual whose image is captured by the 
camera trap suffering harm in the nature of psychiatric injury, an action may be available in an 
appropriate case for intentional infliction of harm based on Wilkinson v Downton or in negligence 
where a duty of care can be demonstrated, together with a breach of the relevant standard of care. 
 
Greater protection, and uniformity around the country, would follow if the recommendations of the 
Australian Law Reform Commission are taken up by the Federal Government.  To date, the 
Government has only responded to some but not all of the Commission’s recommendations.167  The 
recommendation of a statutory cause of action for protection of personal privacy was not in the first 
raft of recommendations taken up.  By contrast with the less contentious matters being enacted, the 
recommended statutory cause of action may face strong resistance from some quarters, particularly 
the media, who may find it to have a chilling effect on their activities.  
 
For now the differences in the legal landscape in Australia pose difficulties for operators concerned 
about their potential liability for unintended photographs or video captured by their equipment.  As 
a matter of practice any unwitting subject may be reluctant to seek a remedy lest their privacy be 
invaded for a second time.  Someone in the position of the Austrian politician may be concerned 
primarily in his or her identity being kept secret and the photographs of his activity not being 
released.  This may be achieved by undertakings given by the camera operator, reinforced by a 
surrender of the photographs or video and destruction of any digital copies or negatives.  However, 
not all unwitting subjects may be satisfied with such measures.  It may also be difficult for a camera 
trap user to guarantee that none for whom it may be vicariously liable will keep the secret to 
themselves or will not be tempted to mischief making by sharing the photographs or footage via the 
internet, which now provides a ready means of reaching a wide audience at everyone’s fingertips.  In 
addition, the advent of global cloud systems may mean that camera trap data is transferred 
innocently to a database in another country and further disseminated without any means of control.   
 
Perhaps greater surety for camera trap users would be provided by means of posting sufficient 
                                                          
167
 The Privacy Amendment (Enhancing Privacy Protection) Bill 2012 was introduced into the Commonwealth 
Parliament on 23 May 2012. 
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signage warning that the area is subject to camera surveillance.  Such signage may mean that, even 
in those jurisdictions and in those circumstances in which a cause of action may otherwise be 
available, it would difficult for an unwitting subject to argue that, for example, they were engaged in 
a ‘private activity’, that there was an obligation of confidence or that there was in the circumstances 
a ‘reasonable expectation of privacy’.   This expedient would not have any impact on the wildlife 
being studied but should serve as an effective defensive measure that may forestall any legal action.  
However, it is not a step taken by camera trap users without its own risk.  Sign posting may have the 
undesirable effect of alerting potential thieves or other wrongdoers to the presence of the cameras 
and make them vulnerable to theft or damage, and the consequent loss of valuable data.  Depending 
on the jurisdiction, therefore, camera trap users are to a greater or lesser degree caught between 
the risk of legal liability on the one hand and a possible increased risk of theft or damage to their 
equipment by nefarious users of the area under surveillance on the other. 
 
 
 
 
 
